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Introduction
Securing an organization’s endpoints and servers from compromise is the number one priority of Cylance security solutions. Using 
patented artificial intelligence and purpose-built security features, CylancePROTECT and CylanceOPTICS™ deliver continuous 
prevention, ensuring company sensitive data remains secure. 

And now, with Cylance’s new management console reporting capabilities, users can easily get real-time interactive statistics, 
increasing their situational awareness and gaining insight into their potential attack surface. This document provides a detailed 
description of the new dashboards and reports available from the Cylance management console. 

CylancePROTECT Overview
Provides an executive summary of your CylancePROTECT usage, from the number of zones and devices, to the percentage of 
devices covered by Auto-Quarantine and Memory Protection, Threat Events, Memory Violations, Agent Versions, and Offline Days 
for devices.
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CylancePROTECT Overview Report Details

Report Section Description

Auto-Quarantine 
Coverage

Displays the number of devices with a policy that has both Unsafe and Abnormal selected for Auto-
Quarantine; these devices are considered Enabled. Disabled devices are assigned to a policy that has 
one or both options disabled. The pie chart displays the percentage of devices assigned to a policy with 
Auto-Quarantine disabled for Unsafe, Abnormal, or both. Click on this widget to see a detailed list of 
devices by Auto-Quarantine enablement status.

Devices Displays the number of devices in your organization. A device is an endpoint with a registered 
CylancePROTECT Agent. Click on this widget to see a detailed list of devices.

Devices - 
CylancePROTECT 
Version Stats

Displays a bar chart representing the number of devices running an Agent version. Hovering over a bar in 
the chart displays the number of devices running that specific Agent version. Click on this widget to see 
a detailed list of devices filtered by agent version.

Files Analyzed Displays the number of files analyzed across all devices in your organization.

Memory Protection 
Coverage

Displays the number of devices with a policy that has Memory Protection set to Block or Terminate for 
11 or more of the 16 memory violation types listed in a policy; these devices are considered Enabled. 
Disabled devices are assigned to a policy that has Memory Protection set to Block or Terminate for 10 or 
less of the memory violation types. The pie chart displays the percentage of devices assigned to a policy 
with 10 or less memory violation types set to Block or Terminate. Click on this widget to see a detailed 
list of devices by Memory Protection enablement status.

Memory Violations Displays a bar chart with memory violations that were either Alerted/Ignored (Alert/Ignore) or Blocked/
Terminated (Block/Term) over the last seven days. Hovering over a bar in the chart displays a breakdown 
of each data type.

Offline Days Displays the number of devices that have been Offline for a range of days (from 0-15 Days, up to 61+ 
Days). Also displays a bar chart color-coded with each range of days.

Policies Displays the number of policies created in your organization.

Threats Events Displays a bar chart with the number of threat events, grouped by day, for the last 30 days. Hovering 
over a bar in the chart displays a breakdown of the events for that day. Click on this widget to see a 
detailed threats list.

Zones Displays the number of zones in your organization.
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Threat Event Summary
The Threat Event Summary Report shows the quantity of files identified in each of the two CylancePROTECT threat families, 
malware and potentially unwanted programs (PUPs), and includes a breakdown to specific sub-category classifications for 
each family.
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Threat Event Summary Report Details

Report Section Description

Malware Event 
Classifications

Displays a bar chart with each type of malware classification for threat events found on devices in your 
organization. Hovering over a bar in the chart displays the total number of malware events found for that 
classification. Click on this widget to see a detailed malware list.

Potentially Unwanted 
Program (PUP) Event 
Classifications

Displays a bar chart with each type of PUP classification for threat events found on devices in your 
organization. Hovering over a bar in the chart displays the total number of PUP events found for that 
classification. Click on this widget to see a detailed PUP list.

Top 10 Devices with 
the Most Threat 
Events

Displays a list of the top 10 devices that have the most threat events. Click on this widget to see a 
detailed list of threats filtered by Device Name.

Top 10 File Owners 
with the Most Threat 
Events

Displays a list of the top 10 file owners that have the most threat events. Click on this widget to see a 
detailed list of threats filtered by File Owner.

Total Malware Events Displays the total number of malware events identified in your organization. Click on this widget to see a 
detailed list of malware events.

Total PUP Events Displays the total number of PUP events identified in your organization. Click on this widget to see a 
detailed list of PUP events.

Unsafe/Abnormal 
Malware Events

Displays the total number of Unsafe and Abnormal malware events found in your organization. Click on 
this widget to see a detailed list of malware events that are in an Unsafe/Abnormal state.

Unsafe/Abnormal PUP 
Events

Displays the total number of Unsafe and Abnormal PUP events found in your organization. Click on this 
widget to see a detailed list of PUP events that are in an Unsafe/Abnormal state.
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Threat Events
The Threat Events Report provides data for threats found in your environment, per day, over the last 30 days.

Threat Event Report Details

Report Section Description

# of Threat Events Displays a bar chart with the threat events reported in your organization. Hovering over a bar in the 
chart displays the total number of threat events reported on that day. The bar chart displays the last 30 
days. Clicking on any bar will filter the table below by the Reported-On date. Click on the bar again to 
remove the filter.

Threat Events Table Displays threat event information. Clicking on a table heading will sort the list (ascending or descending) 
by the column.
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Device Summary
The Device Summary Report shows multiple device-centric metrics.



8Feature Focus: Cylance® Management Console Reporting

Device Summary Report Details

Report Section Description

Auto-Quarantine 
Coverage

Displays the number of devices with a policy that has both Unsafe and Abnormal selected for Auto-
Quarantine; these devices are considered Enabled. Disabled devices are assigned to a policy that has one 
or both options disabled. The pie chart displays the percentage of devices assigned to a policy with Auto-
Quarantine disabled for Unsafe, Abnormal, or both. Click on this widget to see a detailed list of devices by 
Auto-Quarantine enablement status.

Devices - 
CylancePROTECT 
Version Stats

Displays a bar chart representing the number of devices running an Agent version. Hovering over a bar in 
the chart displays the number of devices running that specific Agent version. Click on this widget to see a 
detailed list of devices filtered by agent version.

Memory Protection 
Coverage

Displays the number of devices with a policy that has Memory Protection set to Block or Terminate for 
11 or more of the 16 memory violation types listed in a policy; these devices are considered Enabled. 
Disabled devices are assigned to a policy that has Memory Protection set to Block or Terminate for 10 or 
less of the memory violation types. The pie chart displays the percentage of devices assigned to a policy 
with 10 or less memory violation types set to Block or Terminate. Click on this widget to see a detailed list 
of devices by Memory Protection enablement status.

Offline Days Displays the number of devices that have been Offline for a range of days (from 0-15 Days, up to 61+ 
Days). Also displays a bar chart color-coded with each range of days.

Total Devices Displays the total number of devices in your organization. A device is a system with a registered 
CylancePROTECT Agent. Click on this widget to see a detailed list of devices.

Total Licenses Displays the total number of CylancePROTECT licenses your organization has purchased.
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Devices
The Devices Report shows the number of devices per operating system family (Microsoft Windows, Apple macOS, and Linux).

Devices Report Details

Report Section Description

# of Devices by OS Displays a bar chart with devices organized by major OS groups (Microsoft Windows, Apple macOS, Linux). 
Hovering over a bar in the chart displays the total number of devices in that OS group. Clicking on any bar 
will filter the table below by OS Group. Click on the bar again to remove the filter.

Devices Table Displays a list of device names, and device information, for devices in your organization.
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