Incident Response Table Top
and War Game Exercise
Determine the Effectiveness of
Your Incident Response Plan

Benefits
• Validates readiness for
an incident by testing in a
simulated environment
• Identifies gaps in programs
and procedures
• Ensures personnel understand
their roles, responsibilities,
and procedures
• Allows companies to practice
their communication plan
• Instills confidence
in management and
team members

29%

Every day businesses face ever-changing security risks that could lead to a
compromise of confidential and sensitive data. Business leaders know that guarding
against an attack requires the development of an incident response plan.
Cylance® Consulting’s Incident Response Table Top and War Game Exercise provides
organizations the opportunity to mimic a real-life incident in order to ensure that the
incident response plan has all the important elements in place as well as supporting
documentation and procedures. The exercise allows organizations to not only test
their incident response capabilities, but also gives the opportunity to coordinate
across various teams in a nonthreatening, low-stress environment.

Service Overview
The exercise will start with discussions to identify the types of scenarios and key
objectives for the project. A draft of a customized cyber incident report will also be
reviewed. Once scheduling has been completed, a Cylance IR consultant will arrive
on-site to provide a customized exercise for all participants.
Three options are available for conducting an exercise:
• Crawl — Introductory-level table top exercise that is primarily presentation-based
with real-world scenarios to test the response and capabilities of all participants.
Typically 1-3 days.
• Walk — For semi-mature response teams, hybrid exercises are a blend of
presentation-based scenarios and hands-on problem solving. Typically 1-3 days.
• Run — Intended for mature security teams, advanced war game exercises are
designed to closely simulate a real-world attack on critical systems or processes.
Typically 3-5 days.

Insufficient skilled personnel
dedicated to cybersecurity is
the second biggest barrier to
cyber resilience – with only 29%
of companies surveyed having
an ideal staffing level.

Cylance Consulting will provide multiple deliverables to assist in ensuring the incident
response program is in place and any opportunities for improvement are well-defined,
including:
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• Engagement Schedule

Deliverables

• Documentation
• Collection of Cheat Sheets To Leverage During an Incident
• Cybersecurity Exercise Report
• Road Map for Program Enhancement
• Engagement Closure
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Ensure your team is prepared for a real-world incident. Contact Cylance Consulting
or your technology provider for details.
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