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EXHIBIT A 
 

ACCEPTABLE USE POLICY 
 

LAST UPDATE: SEPTEMBER 2016 
 

You and Authorized Users may not: 
(a) Post, transmit or otherwise make available through or in connection with the Digital 

Offering any materials that are or may be: (i) threatening, harassing, degrading, hateful or intimidating, or otherwise 
fail to respect the rights and dignity of others; (ii) defamatory, libelous, fraudulent or otherwise tortious; (iii) 
obscene, indecent, pornographic or otherwise objectionable; or (iv) protected by copyright, trademark, trade secret, 
right of publicity or privacy or any other proprietary right, without the express prior written consent of the applicable 
owner. 

(b) Post, transmit or otherwise make available through or in connection with the Digital 
Offering any virus, worm, Trojan horse, Easter egg, time bomb, spyware or other computer code, file or program 
that is or is potentially harmful or invasive or intended to damage or hijack the operation of, or to monitor the use 
of, any hardware, software or equipment. 

(c) Use the Digital Offering for any purpose that is fraudulent or otherwise tortious or 
unlawful. 

(d) Attempt to gain unauthorized access to the Digital Offering. 

(e) Perform vulnerability, load or similar test of the Digital Offering. 

(f) Harvest or collect information about other users of the Digital Offering (other than your 
Authorized Users). 

(g) Interfere with or disrupt the operation of the Digital Offering or the servers or networks 
used to make the Digital Offering available, including by hacking or defacing any portion of the Digital Offering, or 
violate any requirement, procedure or policy of such servers or networks. 

(h) Restrict or inhibit any other person from using the Digital Offering. 

(i) Except as expressly authorized herein, reproduce, reproduce, modify, adapt, translate, 
create derivative works of, sell, rent, lease, loan, timeshare, distribute or otherwise exploit any portion of (or any 
use of) the Digital Offering, without Caterpillar’s express prior written consent (e.g., with respect the consumption 
of the APIs). 

(j) Reverse engineer, decompile or disassemble any portion of the Digital Offering, except to 
the extent such restriction is expressly prohibited by applicable Laws.  

(k) Remove any copyright, trademark or other proprietary rights notice from the Digital 
Offering. 

(l) Frame or mirror any portion of the Digital Offering, or otherwise incorporate any portion 
of the Digital Offering into any product or service, without Caterpillar’s express prior written consent. 

(m) Except as expressly authorized herein, systematically download and store Digital Offering 
Information. 

(n) Use any robot, spider, site search/retrieval application or other manual or automatic 
device to retrieve, index, “scrape,” “data mine” or otherwise gather the Digital Offering content, or reproduce or 
circumvent the navigational structure or presentation of the Digital Offering, without Caterpillar’s express prior 
written consent. 

(o) Use or access the Digital Offering in order to develop a product or service that serves the 
same or a similar purpose or otherwise is competitive with the Digital Offering. 
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Except as otherwise provided pursuant to a Subscription, you are responsible for obtaining, maintaining and paying 
for all hardware and all telecommunications and other services needed for you to access or use the Digital 
Offering. 


